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1 SEPTEMBER 2019 J Extracts from one hacker’s price list:
I

Black Market Service and Goods

U.5. Visa/Mastercard data (U.S.
prices)

US Fullz data (Full ID package)
Generic Ransomware
Ranion (Ransomware-as-a-service)

MegaCortex

Unhacked Remote Desk Protocol
Servers in multiple countries

Amazon gift card with $1000 balance

ATM skimmers

DDoS attack

THE ARMOR 2019 BLACK MARKET REPORT

Money Transfer Services (PayPal,

A |LOOK INSIDE Bank Transfer, Western Union and
THE DARK WERB Changes to credit history

FRIERE T2

Cost

%£15-820 dollars (rising to $25-330 for
BIN number and DOB)

$30-%40
$225 - $660
$120 per month

£1000 or 1000 Euros and 10% of
ransom

$20 per RDP server

$100
£500 to $1500
$60 per hour

Average of $800 for a balance of
$10,0

From $130
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Surface Web is only the Tip of the Iceberg

DEEP WEB
Cloud Storage, Patent Data, Research
Articles, Legal Documents, Financial
Records, ..

DARK WEB
Onion Sites, Hidden Marketplaces,
Anonymous Journalism, ...
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Entr%g}lard -= Encrypted by Tor

=== NOt ted by T
; i} ot encrypted by Tor
Tor client cone [
r'J Tor o

~—~  network . Destination

Middle relay M Z M Darknet
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o FSFE -4 2 E5(Silk Road)
— http://reloadedudjtjvxr.onion/
- BB RENRZ RS 45
- 201125 - 2013 F YR IE

€9 B S0 smssettpcioniontsindeshe s Ty c'||h- Pedden wiki 2l
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Silk Road messages 1 | orders 0 | account 89.00 mmeumnem;_}

anonymous market  Search Go H ‘0’,
Shep by Category

Drugs 5779
Cannabis 1,426

Ciosing the Armory
A Beand new ook for
Sikx Roaa!

The it at keeps on
gving

Dissociaives 122
Ecstasy <54
Opioids 379
Other 225
Pracursors 22
Prescription 1,318
Psychedelics 575
Stimulants 653

Apparel 114

A9

Books 996

Collectibles 5

Wh's your favorite?
10 x Amghetamine Sat Ps. Cubensis Cambodan A Herods
30MG TAB (Accerall) 30MG  Isclate 10cc Syringe AOsRIRO
$10.37 8276

Computer equipment 57
Custom Ovders 53
Digital goods 4174

Drug paraphernalia 128
Electronics 74

Erotica 394

Fireworks 12

Food &

Forgeries 53

Hardware 6

Harha & Sunnlamants &

5 Gram Meth - DCN Priory  Orycontin 608G X §
Shipping « FAST!
8313 21542

Walmart > < [¢

Save monwy. Live better,
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Sweden ID Scan (KOK. Israell HQ Passport...
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Takemaret t
L fronpcicc 008 - R
B 011171938 ] B 007447987 £

m fakemanet
Y S50 tor aritwse
B 0.07447967 £

fakemaret
Whe SMO S Worxtmde

B 9.30094675

British License and._
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—
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MoULE AR O o Foum o

bhossiT's S0CIAL NeTWORK

Hawall 1D Scan Ceska Repubiika 1D .. French MO Passport ...
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SrErvaEsLeces

fakemane
Ship W Werktarde
Cannabis 1951
soossesses  [TT7]) : Desoctvesst

Ecstasy 1084
Medical 844
Oploids 42¢

Other 51 zouaves ©
Ship to: Woridwide

. asablunuiw
Ship to: Workdwide

Precursors 12

B 0.54220888 B 9.80146813

Psychedelics 692
Steroids/PEDs 220
Stimulants 1024 Symbiosis - 5 Pink ... 175pg Calvin & Hobb.

Alcohol

All other things 76

Apparel 46

Bitcoins 7

Buy bitcoins 3
Sell bitcoins |
Books 26

saintsymbiosis 947
$hip to: Unked Kingdom

Computer equipment 5 502

Ship to: North America
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greensurfer 10
Ship to: Unted Kingdom

07090424

175pg Calvin & Hobb.

N

evangits 10
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5015015
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Qty:10pes. ©
evangitis 10
Ship to: Noth America

B 0.5005005

PRIVAT LISTING

", shades_on 9.86
h Ship to: Unceciared

B 1.79346013
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Tor #31UGLBY 53 #8EL {51

o ZNEFN0.3%

o 27 0.8%

o ATEEN 1.2%

o REEM 1.8%

o IEEZBIE 2.3%

o HLRAI4E 2.3%

o MiInEREN2.7%
o KRABIERN 3.0%

o HMIEAERN 3.8%
o TRIEGN 6.3%

o EmE:M 8.1%

o HEEN 19.6%
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